
Windows Server 2016 -
The cloud-ready operating system
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Security Shielded Mrtual Machines: Uses BitLocker to encrypt disk and
state of virtual machines.

Host 6uardian Service: Ensures Hyper-V hcsts running Shielded
Virtual Machines are allowed and heaithy lrosts.

Just Enough Administration (JEA): Lets you provide only the
privilege that is required for priviteged eccounts.

Just-in-Time Administration (JlT): Gives you the abiiity to
provide only the privilege that is required, when it is required.

Crcdential Guard: Uses virtualizaticn-based security to guard
crcdential infornration.

Remote Credential Guard: Works in r.on1urrr. tir:n rvith Credential
Guard for Rernote Desktop Protorol (RDP) sessions to Celiver
Single Sign-On (SSO), elimirrating the need to pass credentials
to the RDP host.

Code lntegrity Allows only authorized executables to run on
the machine.

Applocker: Provides policy-based acress control rnanaqeLnent
for applications,

Windows Defender: Automatically protects machines from
malware while allcwing legitimate applications to run.

Control Flow Guard: Natively corrfiqured to block cor'lrrlo11
vector s of attack.

Generation 2 virtual machines: Allows VMs to use hardware-
based security to leverage Secr.ire Booi, BitLocker, etc.

Enhanced Threat Detection: Provides beiter ioq infonnation.

Dynamic Access Control: Enables adnrinistrators to apply access-
control perrnissions and restrictiorrs based on well-defined rules.

Windows Firewall with Advanced Security: Allows granular
firewall conf igur ation.

Bitlocker: Uses a hardware or virtual Trusted Platfornr Module
[IPM) chip to provide disk encryption for data arrd systenr
volunres.

Small-footprint Hyper-V host (Server Core/Nano Server):
Minirnizes attack sr:rface with a Hyper-V host running nrinimum
required components.
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Sodt*are-
O€find
Dat*eantar

Cluster OS Rolling Upgrade: Enables yo.rr to upgrade your server
clusters from Windows Server 2012 R2 to Windows Server 2016
while continuing to provide service to your users.

Linux support: New support for Linux lntegration Services
(t lS) and FreeBSD lntegration Services (tslS) provides increased
perforrnance, rnanaqement and acress to Hyper-V featr-rres,

Hot Add and Remove for disk, rnemory and network: Add or
remove a network adapter and adjust the arnount of memory
assigned while the VM is running, without any interrtrption.
The memory adjustmerrt capability works even when you have
Dynamic lvlemory tumed on for a Hyper"V host.

Network Controller: Provides a centralized. programnrable point
of autonration to manaqe, confiqure, monitot arid trotrbleshc.rot
virtual and physical netvrork infrostructure in your datacenter.

Switch Embrddod Teaming: Allows grouping of up to eight
network adaptors in one of more software-based nehvork
adaptors.

Network Function Virtualization (NFV): Allows you to deploy
network functions such as qateways, load balarrcers, and firewalls,
.rs virtual applianres or in the network fabric.

Converged Networlting: Provides ability to (onverge both RDMA
and Ethernet traffic using a single network adaptor.

PacketDirect (PD): Prtivieles a hiqh rretwork traffic throughpr"rt
and iow-latenry packet processing infrastructure.

Di*ributed Firewall: This new feature protects the network layer
of virtual networks.

Software Load Balancer (SLB): This feature is a Layer-4 loarl
balancer that represents a version of the Azr.rre of{ering and has
been deployed at scale in the Azure environment.

Storage Spacec Direct Enabies industry standard servers with
local storage to build highly available and sealable soffuyare
deflned storage.

Storage Quality of Service (QoS): Gives the ability to create
stcrage QoS poiicies on a Scale Out File Server and assign them
to one or more virtual drives on Hyper-V virtual maclrines.
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Softurara-
Befhed
Datace*ter

Data deduplication: Provides volume savings of up to 90% by
storing duplicate files on a volume once using logieal pointers.

Storage Replica: Provides storage agnostic. block-levBl,
synchronous replication tretween servers for disaster re(r)very.
and allows stretching of a failover cluster fot high availai:ility.

Site-Aware FailoverClust*rs: Enables nodes in stretche.d clusters
to be grouped based on physical loration. enhancing key cluster-
liferycle operations, such as failover behavior, placement policies,
heartbeating between nodes, and quorum behavior.

Windows PowerShell 5.0: Provides enhsnced scriptinq
capabilities for configuration. management and deploynrent of
software defined datacenter conrponents.

Storsge health monitoring: Provides continuaus monitoring,
reporting, and maintenance to support Storage Spaces Direct.

Mixed mode cluster: Provides ability for Windows Server 2012
R2 ciuster nodes to operate with Windows Server 2016 nodes.

Azure Witness for cluster: Enables Azure blob storage as a
witness in a quonlm for a stretched cluster.

Stodimple: Provides hybrid storage capabilities storage for
your inactive data. while keepinq your mission-critical data
on-prentises for the highest levels of performance.

Virtual machin€ sbrage resilienqc Provides intelligent rneans to
retain virtual-machine session states to minimize the impact
of minor storage disruptions.

Azure Consistent Storage: Delivers thrpe criticaI Azure-consistent
storaqe services for Aeure Stack customers: blob, table and
account management.

NVGRE, VXLAN, OVSDB support Used to create encrypted
tenant overlays between Hyper-V virtual machines.

RDS RemoteFX vGPU: Provides a rich desktop remoting
experience (up to 4k) by allowing multiple VMs to si'rare the
same physical GPt-,l ior graphics acceleration.

High-availability RDS Connection Broker: Helps croate a fault-
tolerance connection broker for Remote Deshop scenarios.

RDS VM architecture for cloud: Windows Server 2016 can
leverage Azure seMces for more cost effective solutions.
(Application Proxy, AD Donrain Services).

MultiPoint Seryices Role: New role in Windows Server 2016 that
enables low cost-per-seat by allowing multiple user$ to run their
own sessions while conneeted to one machine.

Server Managernent Tools: Allows remote server managernent
of on-premises servers using Azure capabilities.

Nano ServEr inetallation option: New lerrlote-administered
option for private clouds and datatenters.
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Cloud Ready
Application
Platform

Winclows Server containers: ( rir,-iii,c ln i;rrlrtr.d ;rp[,li.,i'ii.1ti
,,tlyirtnnrlirt ik,,tl,.l, ryrttrr: ilrivlt,., r'1, l. irirriri, h y, ri, i irl ,uti
y,,rirlrl:r,;lirrrt io;ilirirt:t lr,,r: iri r lr,1rr1t.:; r1t;t'lr;,r1,1rii,,jli{1r1,.,rl

r r;ltitirtr.iliun

Hyper Vcontainers: i r,.";'J;',,t lriilirl!,i',1i.;1,''i r'itr"'lr{r!lrtri,ttl itl
;r,irit lt 1,1 r,l;'.,,tir, 
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\,{inclor,rys PowerShelt Desired State Con{iguration ( DSC):
r'iryillt'.,i.,.f ll r'r,,,llt',i,r,ll l,iltllli,ti;r,t,r:1('n.i(r!i.,,rllrl, rrr:lli l. llr
ilr r l,r:,r1i,,,r,1, ',1i,,i iii, lir,1'1 t,,,11 i.'r,,it:t y1l;t ',3f!r.,,yi- 1.y1r,,11,111y1;1.1if lLr
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Azr.ire Service Fafuric for V/ipclov,rs Server: i rr rirlr,'. ,,r,r t,r
, t"rrlr',r; rrtlli r1,r{ lri r" ri,'ltr,', !,'.r, i,rl11, , ir,.,tr t ir ! ,r l ,r,'.,ti
,1,:1,r.,,1i,,, :)t 'l (,llr,,i i;l;l,lit i ltt:1,.

Visual Stuciio Cocle: '.u1,1,,r1i.. 111'r-q,i1r1;1,s1,t:t rr1r,.,t,rlirn,,'.rrit;i,,
,ir'lrriiltlirrl. i,l'.i, itttrittt;rl,llil r.,t,r:.ir:l rl,l'lrll ir 11r,.'ilL,rrr.,l iiil
1r ,,1,,,i rir,!r.irrlrr.t 1r't'rlr ir,r .r lir.ti, tt rltii, iiitiltl rii.i;,,i1; , yt 1.,.

.NET COfe: ili'l1i', r 1,',ir,' lrlrrlir'f 1'':u1 i1,11r1r'., l:iii ri".r' ,.' ', '.

, l ;r,I ti,:.,rili! r ( ): r,,,1,.,i1,1:lir,:tilrtr . llr,ri r t:n r l Wt|:riL .';,, h,r ;,

rt.Ll I it:rtt

Nano Server installation opt{on: l'1i ,,.r, ii.1l:lr";i,ill,l r ,:,tir,tt i,,r
'rfuit,r1,,i,,,..,s,1;1,;,.i)l{, l,i,Jl1il!{-tr.tltrittt;,rl'l,lir,riir,,.';.,1r
r rt:i,riltr,l' irt fiiii rr,'.{ t\:,(i".

Windorts PoltrerShell 5.0: i',r,ii,l, ,, 
','1i,,1lrr i.rl .,,: irlitr,l
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